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Abstract- With the evolution of the network and social 

networking sites, cybercrime also led to an increase.  

Cyberbullying is an act of harassing, intimidating, or 

harming individuals or groups of people via the use of 

digital equipment or tools or machines. Cyberbullying 

includes sending threatening or demeaning messages, 

sharing embarrassing photos or videos without consent, 

spreading rumors or false information, creating forged 

profiles or impersonating someone online, and discounting 

individuals from online communities or activities. 

Cyberbullying can have serious psychological and 

emotional impacts on the victims, leading to issues such as 

depression, anxiety, low self-esteem, and even in extreme 

cases, self-harm or suicide. It can also have negative 

impacts on the social and academic lives of those affected. 

As society grapples with the challenges posed by the digital 

landscape, a comprehensive understanding of 

cyberbullying is vital. This research aims to contribute to 

the ongoing discourse surrounding this pervasive issue, 

offering insights that can inform policies, educational 

programs, and societal attitudes in the recreation of a safer 

and more inclusive online environment. 

 
Keywords— Cyberbullying, social networks, online 

harassment, digital aggression, cyberbullying prevention.  

I. INTRODUCTION 

In the digital age, as the boundaries between 

physical and virtual spaces continue to blur, society 

has witnessed the emergence of a new form of 

aggression - cyberbullying. The rapid integration of 

technology into various aspects of daily life has 

facilitated communication, information sharing, and 

connectivity on an unprecedented scale [1]. 

However, this evolution has also brought forth an 

alarming manifestation of harmful behavior that 

transcends physical limitations, affecting 

individuals across ages, genders, and cultural 

backgrounds. Cyberbullying, defined as the 

deliberate and repeated use of digital platforms to 

 
* Corresponding Author:- Ghanshyam_dubey2@yahoo.com 

intimidate, threaten, or manipulate others, 

represents a significant challenge in contemporary 

society [2]. 

Cyberbullying is known as the act of using digital 

communication tools, like social media, websites, 

emails, or other forms of online communication, to 

harass, intimidate, threaten, or harm individuals or 

groups. It involves the deliberate and repeated use 

of these digital platforms to target and demean 

others, often with the intent to cause emotional 

distress, embarrassment, or harm [3]. Cyberbullying 

can take various forms, including sending hurtful 

messages, spreading rumors or false information, 

sharing private or embarrassing content without 

consent, impersonating someone online, and 

engaging in other malicious activities that seek to 

undermine the well-being and dignity of the victim 

[4]. It can have serious psychological and emotional 

effects on the victims, leading to anxiety, 

depression, isolation, and even in extreme cases, 

self-harm or suicide. As technology and online 

interactions continue to evolve, cyberbullying 

remains a significant concern that requires attention 

and measures to prevent and address its negative 

impact [5] [6]. 

The prevalence of cyberbullying is underscored 

by the growth of online communication platforms, 

social media networks, and digital communities [6] 

[7]. These platforms provide individuals with 

unprecedented avenues to interact and engage, but 

they also offer a cloak of anonymity and distance 

that can encourage aggressors to engage in hurtful 

behaviors they might not otherwise display in face-

to-face interactions. The consequences of 

cyberbullying extend beyond the digital realm, 

infiltrating the emotional and psychological well- 
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Being a victims, often leading to severe and lasting 

emotional distress [8]. 

 

This research endeavors to explore the 

sophisticated nature of cyberbullying, examining its 

underlying causes, the various forms it takes, its 

impact on victims, and the potential strategies to 

mitigate its effects. By dissecting the intricate 

dynamics of cyberbullying, this study aims to 

contribute to a deeper understanding of this 

phenomenon and offer insights into preventive 

measures and interventions. 

The succeeding sections of this research will 

investigate the literature surrounding cyberbullying, 

exploring the definitions, typologies, and modes of 

engagement. The motivations behind cyberbullying 

behavior will be examined, considering factors such 

as anonymity, power dynamics, and the influence of 

social norms. Additionally, the psychological and 

emotional toll on victims will be discussed, 

alongside potential coping mechanisms and support 

systems. The research will culminate in an analysis 

of existing strategies to combat cyberbullying, 

highlighting both successful initiatives and areas 

that require further attention. 

II. CLASSIFICATION OF CYBERBULLYING 

Cyberbullying is a complex phenomenon that 

encompasses a wide range of behaviors, and 

typologies help to provide a clearer understanding 

of the various forms it can take. These typologies 

are based on the methods, tactics, and intentions of 

the individuals engaging in cyberbullying [4]. 

Direct vs. Indirect Cyberbullying: Direct 

cyberbullying involves overt, explicit attacks on the 

victim, such as sending threatening messages or 

spreading false rumors directly to the target. 

Indirect cyberbullying involves more subtle 

actions, often attempting to damage the victim's 

reputation without confrontation. This might 

include spreading gossip or rumors behind the 

victim's back [4]. 

Flaming: Flaming refers to the use of 

inflammatory and offensive language to provoke 

and incite anger or emotional reactions in the 

victim. It often occurs in online discussions, forums, 

or comment sections [3]. 

Harassment: Harassment involves repeatedly 

sending hurtful, threatening, or offensive messages 

to the victim, causing emotional distress and 

intimidation [4], [9]. 

Cyber-stalking: It is a more persistent and 

targeted form of harassment, where the perpetrator 

engages in a campaign of harassment and 

intimidation against the victim, often across 

multiple online platforms [10]. 

Outing: It involves revealing personal or private 

information about the victim without their consent, 

aiming to embarrass or humiliate them [11]. 

Impersonation: It occurs when the perpetrator 

creates fake profiles or accounts pretending to be 

the victim, using these to spread false information, 

incite conflict, or damage the victim's reputation 

[3]. 

Exclusion and Isolation: This form involves 

intentionally excluding the victim from online 

groups, conversations, or activities, causing feelings 

of isolation and social exclusion [12]. 

Trickery and Deception: Trickery involves 

manipulating the victim into revealing personal 

information or engaging in actions that can be later 

used against them, often through deceitful means 

[3] [4]. 

Cyberbullying by Proxy: In this form, the 

perpetrator enlists others to engage in cyberbullying 

behavior on their behalf, using friends or 

acquaintances to target the victim [6]. 

Masquerading: Masquerading involves pretending 

to be someone else, such as a friend or confidant, to 

gain the victim's trust before engaging in hurtful 

behaviors [9] [13].  

III. STRATEGIES FOR PREVENTING AND 

INTERVENING 

Strategies for preventing and intervening in 

cyberbullying aim to create a safer online 

environment, raise awareness, empower potential 

victims, and address the behavior of cyberbullies 

[5], [14]. Here are some common strategies: 

Education and Awareness Programs: Implement 

educational initiatives in schools and communities 

to raise awareness about cyberbullying, its effects, 
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and appropriate online behavior. These programs 

can teach students, parents, and educators how to 

recognize and respond to cyberbullying [5]. 

Digital Citizenship Education: Teach digital 

citizenship skills, including responsible online 

behavior, ethical communication, empathy, and 

respect. This can empower individuals to be 

responsible and considerate users of technology [5]. 

Clear Policies and Guidelines: Online platforms, 

schools, and organizations should establish clear 

and comprehensive anti-cyberbullying policies and 

guidelines. Users should understand the 

consequences of engaging in cyberbullying 

behavior [14], [15]. 

Safe Reporting Mechanisms: Provide users with 

easily accessible methods to report cyberbullying 

incidents. Ensure that reports are taken seriously 

and addressed promptly [14]. 

Peer Support Programs: Develop programs that 

encourage students to support one another. 

Empowered peers can play a crucial role in 

preventing and intervening in cyberbullying 

situations [14]. 

Adult Supervision and Monitoring: Parents, 

guardians, and educators should monitor children's 

online activities to identify signs of cyberbullying 

or risky behavior. Open communication is a key to 

understanding and addressing potential issues. 

Online Privacy Settings: Encourage individuals to 

use strong privacy settings on their social media 

accounts and online platforms to limit exposure to 

potential cyberbullying. 

Building Resilience: Promote emotional 

resilience in individuals by providing them with 

tools to cope with cyberbullying and other 

challenges. This can include teaching stress 

management and coping strategies [14], [15]. 

Mentorship and Counseling: Offer counseling 

services and mentorship for both victims and 

perpetrators of cyberbullying. Understanding the 

underlying motivations can lead to behavioral 

change [5]. 

Engaging Bystanders: Encourage bystanders to 

intervene when they witness cyberbullying. 

Bystanders can play a significant role in 

discouraging bullies and supporting victims [15]. 

Legal Measures: In severe cases, it involves law 

enforcement or legal measures when cyberbullying 

crosses legal boundaries, such as harassment, 

threats, or defamation [15]. 

Collaboration with Tech Companies: Work with 

social media platforms and tech companies to 

develop tools for reporting, blocking, and removing 

harmful content. Encourage responsible technology 

design [14]. 

Community Involvement: Engage parents, 

teachers, community leaders, and law enforcement 

in collaborative efforts to address cyberbullying. A 

comprehensive approach is more effective [5], [14]. 

Long-Term Prevention: Address the underlying 

causes of cyberbullying by promoting positive 

school climates, fostering empathy, and challenging 

stereotypes and biases [15], [16]. 

IV. LITERATURE SURVEY 

Cyberbullying, a troubling manifestation of 

online aggression, involves a range of techniques 

that perpetrators employ to harass, intimidate, or 

harm individuals through digital platforms [14]. 

This literature survey aims to explore the diverse 

range of methods and approaches employed for 

detecting cyberbullying incidents, contributing to 

the development of robust detection strategies. 

Text Analysis and Natural Language Processing 

(NLP) techniques are used to analyze text content in 

social media posts [17], messages, and comments, 

detecting patterns of offensive language and threats 

[18]. NLP techniques are applied to automatically 

detect and mitigate occurrences of cyberbullying by 

analyzing the language used in digital interactions. 

The NLP techniques uses the Text Classification 

[17] trained to classify text messages, comments, or 

posts, Sentiment analysis [19] to determines the 

emotional tone of a piece of text, Entity 

Recognition [19], [20]to recognize entities such as 

names, locations, and other personal information, 

Toxicity Detection [21], [22] are designed to 

identify toxic or offensive language in text, 

Contextual Analysis [23] can consider the context 

of a conversation or post to determine whether a 

statement is intended as a joke or as an attack. 

Language Patterns [19] can learn the language 
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patterns and dynamics typically associated with 

cyberbullying like repetitive negative comments, 

excessive use of capitalization and exclamation 

points. 

Machine learning models are trained on labeled 

datasets to classify online content as cyberbullying 

or non-cyberbullying based on various features and 

attributes [15]. Supervised Learning [24] learns to 

recognize patterns and features that distinguish new, 

unseen text based on the learned patterns. Feature 

Extraction [25] needs to be extracted that can help 

differentiate between cyberbullying and non-

cyberbullying content. Text Vectorization [26], 

Naive Bayes [27], Support Vector Machines (SVM) 

[28], Random Forest [29], Gradient Boosting [30], 

Deep Learning [31], Ensemble Approaches [31] are 

common machine learning techniques used to detect 

cyberbullying.  

Social Network Analysis is the connections and 

the interaction within social networks, which helps 

identify potential instances of cyberbullying by 

examining the patterns of relationships between 

users. Social Network Analysis begins by 

constructing a network graph where nodes represent 

individuals (users) and edges represent interactions 

between them. In the context of cyberbullying, 

interactions could be messages, comments, 

mentions, likes, shares, or any form of digital 

communication. Community Detection can identify 

clusters or communities within the network where 

users have stronger interactions among themselves 

than with users outside the community [32]. 

Multimodal Data Analysis is used to combine 

text, image, and video analysis, which helps in 

detecting cyberbullying incidents that involve 

various types of content [33]. User Behavior 

Profiling is used to analyze user behavior and 

engagement patterns, which can help identify 

aggressive or harassing behavior indicative of 

cyberbullying [34]. The development of effective 

cyberbullying detection techniques requires a 

multidisciplinary approach that leverages advances 

in technology and data analysis. By understanding 

and adopting these techniques, online platforms, 

educators, and policymakers can create safer digital 

environments for individuals susceptible to 

cyberbullying. 

V. COMPLEXITIES OF CYBERBULLYING 

Cyberbullying, being a complex and multifaceted 

issue, involves various dimensions, making it 

challenging to fully understand and address.  

Anonymity and Disinhibition: The online 

environment offers anonymity and distance, which 

can lead to disinhibition and the willingness to 

engage in hurtful or aggressive behavior that 

individuals might not do face-to-face. This makes 

identifying and holding cyberbullies accountable 

more difficult [35]. 

Scope and Permanence: Cyberbullying incidents 

can quickly spread to a wide audience and have a 

lasting impact due to the digital nature of the 

content. Once something is posted online, it can be 

difficult to fully erase, leading to prolonged 

victimization [36]. Cyberbullying may arise across 

numerous online platforms, including social media, 

messaging apps, forums, and gaming platforms. 

Each platform has its dynamics and challenges, 

making it important to address cyberbullying 

holistically [35], [36]. 

Cyberbullies often adapt their tactics and 

strategies to evade detection and countermeasures. 

They may use subtle language, memes, or other 

forms of digital communication that are not easily 

recognized as bullying by automated systems. 

Online and offline worlds are interconnected, and 

cyberbullying can overlap with traditional forms of 

bullying. The line between the two can be blurred, 

and addressing one might require addressing the 

other [37]. Cultural norms, societal values, and local 

context can influence the perception and definition 

of cyberbullying. What might be considered 

offensive in one culture may not be the same in 

another [38]. The effects of cyberbullying on 

victims' mental health can be severe and long-

lasting. The constant availability of online content 

can exacerbate the distress and make it challenging 

for victims to escape [39]. 

Laws and regulations related to cyberbullying 

vary across jurisdictions and platforms. 

Determining what constitutes cyberbullying and 

enforcing consequences can be legally and ethically 
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complex [40]. Automated detection systems may 

generate false positives, flagging content that isn't 

necessarily cyberbullying. Moreover, there's a risk 

of algorithmic bias, where certain groups might be 

disproportionately targeted or overlooked [41]. 

Understanding intent and context in online 

interactions is crucial. What might appear as 

cyberbullying to an automated system could be 

humor, sarcasm, or friendly banter in the 

appropriate context. Many victims are hesitant to 

report cyberbullying due to fear of retaliation or 

because they don't perceive the behavior as serious. 

Additionally, providing effective support and 

resources to victims can be challenging [42]. 

Raising awareness about cyberbullying and 

promoting digital literacy among users, especially 

younger generations, is important. However, 

ensuring the effectiveness of such initiatives can be 

complex [43]. 

VI. CHALLENGES IN CYBERBULLYING 

Addressing cyberbullying presents numerous 

challenges due to its evolving nature and the 

complexities of the online environment.  

Anonymity and Pseudonymity: Cyberbullies 

often hide behind fake identities or pseudonyms, 

making it difficult to identify and hold them 

accountable for their actions [44]. 

Variability in Platforms: Cyberbullying can occur 

on a wide range of digital platforms, each with its 

own rules and features. This makes it challenging to 

implement consistent prevention and intervention 

strategies [45]. 

Technological Advancements: As technology 

evolves, cyberbullies find new ways to target 

victims using innovative tools and platforms. 

Staying ahead of these tactics requires constant 

adaptation and learning [45]. 

Cultural Differences: Different cultures interpret 

and respond to online behavior differently. What 

might be seen as cyberbullying in one culture could 

be perceived as harmless banter in another, leading 

to challenges in setting universal standards. 

Privacy Concerns: Intervening in cyberbullying 

incidents can raise privacy concerns, as monitoring 

or collecting data on individuals' online interactions 

can infringe upon their privacy rights. 

Overlapping with Free Speech: With the 

principles of free speech balancing the need to 

prevent cyberbullying, it is a complex issue. 

Determining the boundaries between criticism, 

expression, and harm can be challenging [45]. 

Data Security: Collecting and analyzing data 

related to cyberbullying incidents must be done 

securely to prevent unauthorized access and data 

breaches, which could further harm victims. 

 

Detection Accuracy: Developing accurate 

automated systems for detecting cyberbullying can 

be challenging due to linguistic nuances, sarcasm, 

and evolving language trends. False positives and 

negatives can both be problematic. 

 Bias in Detection: Automated detection systems 

can inadvertently introduce biases, 

disproportionately flagging content from certain 

demographics or cultural groups, or failing to 

identify subtle forms of cyberbullying. 

Impacts on Mental Health: Cyberbullying can 

significantly affect a victim’s mental and emotional 

well-being, often resulting in anxiety, depression, 

and, in extreme cases, suicidal thoughts. Providing 

effective support and resources is a challenge. 

Reporting Reluctance: Many victims are reluctant 

to report cyberbullying due to fears of retaliation, 

embarrassment, or a perception that adults won't 

understand the issue. 

Educational Gaps: Digital literacy and online 

etiquette education are crucial in preventing 

cyberbullying. However, reaching all individuals, 

particularly younger generations, and ensuring the 

effectiveness of these programs can be challenging. 

Legal and Jurisdictional Complexities: There 

have been various laws and regulations in different 

jurisdictions related to cyberbullying. Harmonizing 

these regulations and enforcing consequences 

across borders can be complicated. 

Rapid Evolution: As online behaviors and 

platforms evolve rapidly, strategies for addressing 

cyberbullying must constantly adapt to new 

challenges and trends. 
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VII. PREVENTION OF CYBERBULLYING 

As technology continues to shape humans’ lives 

and interactions, the challenges presented by 

cyberbullying underscore the importance of 

proactive and adaptable strategies. Understanding 

the nuances and complexities of cyberbullying is 

crucial to effectively prevent and address this 

harmful behavior [46]. Some of the 

countermeasures to prevent or report cyberbullying 

are: Promote Digital Literacy: Educating 

individuals about responsible online behavior, 

understanding the potential consequences of their 

actions, and recognizing signs of cyberbullying are 

fundamental. 

Foster Open Dialogue: Encouraging open 

conversations about cyberbullying and its impacts 

helps create a supportive environment where 

victims can seek help without fear of stigma. 

Implement Multidisciplinary Approaches: 

Addressing cyberbullying requires collaboration 

among educators, parents, mental health 

professionals, tech companies, policymakers, and 

researchers. A combined effort is necessary to 

develop comprehensive solutions [47]. 

Advance Technology Solutions: Continued 

research in Natural Language Processing, Social 

Network Analysis, and other technological fields 

can lead to improved automated detection methods 

and interventions. 

Respect Online Ethics: Upholding ethical 

standards in online interactions is essential. 

Encouraging empathy, respect, and understanding 

online, as users do offline, can contribute to a safer 

digital environment [47]. 

Support Victims: Providing accessible mental 

health resources, counseling services, and safe 

reporting mechanisms is crucial in helping victims 

cope with the emotional toll of cyberbullying. 

Adapt and Evolve: Cyberbullying tactics will 

continue to evolve alongside technology. Such 

strategies and interventions must be equally 

adaptive to stay effective in combating this issue 

[47]. 

VIII. FUTURE ASPECT OF CYBERBULLYING 

The future scope of addressing cyberbullying is 

expansive and involves a combination of 

technological advancements, educational initiatives, 

policy changes, and societal shifts. Here are some 

areas of potential future developments and 

improvements in the field of cyberbullying 

prevention and intervention [47], [48]: 

Advanced NLP and AI Solutions: Continued 

advancements in Natural Language Processing 

(NLP) and Artificial Intelligence (AI) will lead to 

more accurate and nuanced automated detection of 

cyberbullying content. These systems will better 

understand context, sarcasm, and cultural nuances, 

minimizing false positives and negatives. 

Real-Time Monitoring and Intervention: Future 

technologies could enable real-time monitoring of 

online interactions, allowing for prompt 

intervention when cyberbullying behavior is 

detected. Automated interventions, such as warning 

messages, could be implemented to discourage 

negative behavior. 

Personalized Support: AI-driven chatbots and 

digital platforms could provide personalized support 

and resources to victims, guiding them through 

coping strategies and connecting them with 

appropriate mental health services. 

Predictive Analytics: Data analytics and machine 

learning could be used to predict potential 

cyberbullying incidents based on user behavior 

patterns, enabling proactive measures to prevent 

harm. 

Holistic Education: Educational institutions will 

likely integrate digital literacy and cyberbullying 

prevention into curricula. This will equip students 

with the knowledge and skills needed to navigate 

online spaces responsibly. 

Parental Engagement: Parents will play an active 

role in educating their children about online 

etiquette, security, and the potential risks of 

cyberbullying. Parental control tools may evolve to 

better protect children in digital environments. 

Ethical AI: Developers will emphasize ethical 

considerations when designing AI systems for 

cyberbullying detection, ensuring fairness, 

transparency, and the mitigation of biases in 

algorithmic decision-making. 

Cross-Platform Cooperation: Social media 
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platforms, gaming communities, and online forums 

will collaborate more effectively to address 

cyberbullying, implementing consistent reporting 

mechanisms and consequences for offenders across 

different platforms. 

Global Policy Standards: International 

collaboration may lead to standardized policies and 

regulations for addressing cyberbullying, making it 

easier to enforce consequences across different 

jurisdictions. 

Research and Data Sharing: Ongoing research 

will continue to expand our understanding of 

cyberbullying trends, impacts, and effective 

interventions. Data sharing among researchers and 

organizations will contribute to the development of 

evidence-based strategies. 

User Empowerment: Users will be empowered to 

take control of their online experiences through 

customizable privacy settings, content filtering, and 

the ability to report harmful behavior. 

Cultivating Positive Online Culture: Society's 

broader shift toward fostering digital respect, 

empathy, and kindness will contribute to creating an 

environment where cyberbullying is less likely to 

thrive. Support for Cyberbullying Perpetrators: 

Efforts may be directed toward understanding the 

underlying reasons for cyberbullying and providing 

support mechanisms to help perpetrators change 

their behavior. 

IX. CONCLUSION 

Cyberbullying is a complex and pressing issue that 

demands our collective attention and concerted 

efforts. As technology continues to shape our lives 

and interactions, the challenges presented by 

cyberbullying underscore the importance of 

proactive and adaptable strategies. Understanding 

the nuances and complexities of cyberbullying is 

crucial to effectively prevent and address this 

harmful behavior. Raising awareness about 

responsible online behavior, the potential 

consequences of digital actions, and the ability to 

identify signs of cyberbullying is essential. 

Encouraging open conversations about 

cyberbullying and its impacts helps create a 

supportive environment where victims can seek 

help without fear of stigma. Addressing 

cyberbullying requires collaboration among 

educators, parents, mental health professionals, tech 

companies, policymakers, and researchers. A 

combined effort is necessary to develop 

comprehensive solutions. Continued research in 

Natural Language Processing, Social Network 

Analysis, and other technological fields can lead to 

improved automated detection methods and 

interventions. Upholding ethical standards in online 

interactions is essential. Encouraging empathy, 

respect, and understanding online, as we do offline, 

can contribute to a safer digital environment. This 

work presents the overview, challenges, and 

countermeasures of cyberbullying. The future of 

addressing cyberbullying is promising but requires 

collective action. It will involve collaboration 

between technology developers, educators, mental 

health professionals, policymakers, and society at 

large. 

                      REFERENCES 

[1] Richardson, D., & Hiu267, C. F. “Chapter IV. 

Children’s Exposure to Bullying: Data and 

Regional Trends”. Ending the torment: tackling 

bullying from the schoolyard to cyberspace, 

101. 

[2] Zhang, Sixuan, and Dorothy Leidner. "From 

improper to acceptable: How perpetrators 

neutralize workplace bullying behaviors in the 

cyber world." Information & Management 55, 

no. 7, pp. 850-865, 2018. 

[3] Hinduja, S., & Patchin, J. W. Bullying beyond 

the Schoolyard: Preventing and Responding to 

Cyberbullying. Corwin Press., 2015. 

[4] Kowalski, R. M., Giumetti, G. W., Schroeder, 

A. N., & Lattanner, M. R. Bullying in the 

digital age: A critical review and meta-analysis 

of cyberbullying research among youth. 

Psychological Bulletin, 140(4), 1073-1137, 

2014.  

[5] Patchin, J. W., & Hinduja, S. “Cyberbullying: 

Identification, prevention, and response”. 

Cyberbullying Research Center, 2012. 

[6] Slonje, R., Smith, P. K., & Frisén, A. “The 

nature of cyberbullying, and strategies for 

prevention”. Computers in Human Behavior, 

29(1), 26-32, 2013. 

[7] Chan, Tommy KH, Christy MK Cheung, and 

Randy YM Wong. "Cyberbullying on social 

networking sites: The crime opportunity and 

affordance perspectives." Journal of 

Management Information Systems 36, no. 2, 

pp: 574-609, 2015. 



8 Engineering and Technology Journal for Research and Innovation (ETJRI) 

ISSN 2581-8678, Vol. VII, Issue I, Jan 2025 

 

 

 

[8] Graf, Daniel, Takuya Yanagida, Kevin 

Runions, and Christiane Spiel. "Why did you do 

that? Differential types of aggression in offline 

and in cyberbullying." Computers in Human 

Behavior 128, pp: 107107, 2022. 

[9] Wright, M. F. “Cyberbullying victimization, 

negative association, and perceived safety in 

schools”. American Journal of Criminal 

Justice, 40(2), 281-296, (2015). 

[10] Hoff, D. L., & Mitchell, S. N. “Cyberbullying: 

Causes, effects, and remedies”. Journal of 

Educational Administration, 47(5), 652-665, 

2009. 

[11] Dooley, J. J., Pyżalski, J., & Cross, D. 

“Cyberbullying versus face-to-face bullying: A 

theoretical and conceptual review”. Zeitschrift 

für Psychologie, 217(4), 182-188, 2009. 

[12] Navarro, R., & Jasinski, J. L. “An exploratory 

study of cyberbullying with undergraduate 

university students”. TechTrends, 57(3), 36-41, 

2013. 

[13] Zainudin, Norulzahrah Mohd, Khairil Hanan 

Zainal, Nor Asiakin Hasbullah, Norshahriah 

Abdul Wahab, and Suzaimah Ramli. "A review 

on cyberbullying in Malaysia from digital 

forensic perspective." In 2016 International 

Conference on Information and Communication 

Technology (ICICTM), pp. 246-250. IEEE, 

2016. 

[14] Barlett, C. P., & Coyne, S. M. “A meta-analysis 

of sex differences in cyber-bullying behavior: 

The moderating role of age”. Aggressive 

Behavior, 40(5), 474-488, 2014. 

[15] Mishna, F., Cook, C., Gadalla, T., Daciuk, J., & 

Solomon, S. “Cyber bullying behaviors among 

middle and high school students”. American 

Journal of Orthopsychiatry, 80(3), 362-374, 

2010. 

[16] Olweus, D. “School bullying: Development and 

some important challenges”. Annual Review of 

Clinical Psychology, 9, 751-780, 2013. 

[17] Chatzakou, D., Kourtellis, N., Blackburn, J., De 

Cristofaro, E., Stringhini, G., & Vakali, A. 

“Mean Birds: Detecting Aggression and 

Bullying on Twitter”. ACM Transactions on the 

Web (TWEB), 11(3), 1-27, 2017. 

[18] Tariq, Nimra, Zafi Sherhan Syed, and Erum 

Saba. "Praise or Insult? Identifying 

Cyberbullying Using Natural Language 

Processing." In 2023 7th International Multi-

Topic ICT Conference (IMTIC), pp. 1-7. IEEE, 

2023. 

[19] Atoum, Jalal Omer. "Detecting Cyberbullying 

from Tweets Through Machine Learning 

Techniques with Sentiment Analysis." In 

Future of Information and Communication 

Conference, pp. 25-38. Cham: Springer Nature 

Switzerland, 2023. 

[20] Chong, Wei Jiek, Hui Na Chua, and May Fen 

Gan. "Comparing Zero-Shot Text Classification 

and Rule-Based Matching in Identifying 

Cyberbullying Behaviors on Social Media." In 

2022 IEEE International Conference on 

Artificial Intelligence in Engineering and 

Technology (IICAIET), pp. 1-5. IEEE, 2022. 

[21] Teng, Teoh Hwai, and Kasturi Dewi Varathan. 

"Cyberbullying Detection in Social Networks: 

A Comparison between Machine Learning and 

Transfer Learning Approaches." IEEE Access , 

2023. 

[22] Nithyashree, V., Basavaraj N. Hiremath, L. 

Vanishree, Aparna Duvvuri, Disha Anand 

Madival, and G. Vidyashree. "Identification of 

Toxicity in Multimedia Messages for 

Controlling Cyberbullying on Social Media by 

Natural Language Processing." In 2022 

International Conference on Distributed 

Computing, VLSI, Electrical Circuits and 

Robotics (DISCOVER), pp. 12-18. IEEE, 2022. 

[23] Tian, Lili, Jingyi Huang, and E. Scott Huebner. 

"Profiles and transitions of cyberbullying 

perpetration and victimization from childhood 

to early adolescence: multi-contextual risk and 

protective factors." Journal of youth and 

adolescence 52, no. 2, pp: 434-448, 2023. 

[24] Al-Harigy, Lulwah Muhammad, Hana Abdullah 

Al-Nuaim, Naghmeh Moradpoor, and Zhiyuan 

Tan. "Deep Pre-trained Contrastive Self-

Supervised Learning: A Cyberbullying 

Detection Approach with Augmented Datasets." 

In 2022 14th International Conference on 

Computational Intelligence and 

Communication Networks (CICN), pp. 16-22. 

IEEE, 2022. 

[25] Mahmud, Md Ishtyaq, Muntasir Mamun, and 

Ahmed Abdelgawad. "A deep analysis of 

textual features based cyberbullying detection 

using machine learning." In 2022 IEEE Global 

Conference on Artificial Intelligence and 

Internet of Things (GCAIoT), pp. 166-170. 

IEEE, 2022. 

[26] Anwar, Gull Bano, and Muhammad Waqas 

Anwar. "Textual Cyberbullying detection using 

Ensemble of Machine Learning models." In 

2022 International Conference on IT and 

Industrial Technologies (ICIT), pp. 1-7. IEEE, 

2022. 

[27]  Singh, Nitin Kumar, Pardeep Singh, and Satish 

Chand. "Deep Learning based Methods for 

Cyberbullying Detection on Social Media." In 

2022 International Conference on Computing, 

Communication, and Intelligent Systems 

(ICCCIS), pp. 521-525. IEEE, 2022. 

[28] Manikanta, P. Pavan VSN, R. Bhavani, and K. 

Anbazhagan. "Detecting Cyberbullying 

Behavior in Cyber Data using Bagging 



9 Engineering and Technology Journal for Research and Innovation (ETJRI) 

ISSN 2581-8678, Vol. VII, Issue I, Jan 2025 

 

 

 

Classifier and comparing its Capability over 

Support Vector Machine Algorithm." In 2023 

Eighth International Conference on Science 

Technology Engineering and Mathematics 

(ICONSTEM), pp. 1-5. IEEE, 2023. 

[29] Thangarasu, Gunasekar, and Kesava Rao Alla. 

"Detection of Cyberbullying Tweets in Twitter 

Media Using Random Forest Classification." In 

2023 IEEE 13th Symposium on Computer 

Applications & Industrial Electronics (ISCAIE), 

pp. 113-117. IEEE, 2023. 

[30] Mathur, Shipra Anil, Shivam Isarka, 

Bhuvaneswar Dharmasivam, and C. D. Jaidhar. 

"Analysis of Tweets for Cyberbullying 

Detection." In 2023 Third International 

Conference on Secure Cyber Computing and 

Communication (ICSCCC), pp. 269-274. IEEE, 

2023. 

[31] Murshed, Belal Abdullah Hezam, Jemal 

Abawajy, Suresha Mallappa, Mufeed Ahmed 

Naji Saif, and Hasib Daowd Esmail Al-Ariki. 

"DEA-RNN: A hybrid deep learning approach 

for cyberbullying detection in Twitter social 

media platform." IEEE Access 10 (2022): 

25857-25871. 

[32]  De Silva, L. C., Nanayakkara, S., Mitrovic, A., 

& Rodrigo, R. (2015). “Combining linguistic 

and social network analysis techniques for 

automatic detection of cyberbullying.” Journal 

of Network and Computer Applications, 57, 37-

49. 

[33] Zampoglou, M., Papadopoulos, S., Apostolidis, 

L., Papadopoulou, O., & Kompatsiaris, I. 

(2017). “Detecting cyberbullying in social 

networks with social and textual context”. 

Multimedia Tools and Applications, 76(9), 

12065-12090. 

[34] Bellmore, A., & Austin, S. Short-term 

longitudinal analysis of peer, school, and sport 

bullying victimization. Journal of Applied 

School Psychology, 29(3), 245-261, 2013. 

[35] Scott, Jordan E., and Christopher P. Barlett. 

"Understanding Cyber-Racism Perpetration 

within the Broader Context of Cyberbullying 

Theory: A Theoretical Integration." Children 

10, no. 7, pp: 1156, 2023. 

[36] Evangelio, Carlos, Pablo Rodriguez-Gonzalez, 

Javier Fernandez-Rio, and Sixto Gonzalez-

Villora. "Cyberbullying in elementary and 

middle school students: A systematic review." 

Computers & Education 176 pp: 104356, 2022. 

[37] Li, Chao, Ping Wang, Marina Martin-

Moratinos, Marcos Bella-Fernández, and 

Hilario Blasco-Fontecilla. "Traditional bullying 

and cyberbullying in the digital age and its 

associated mental health problems in children 

and adolescents: a meta-analysis." European 

Child & Adolescent Psychiatry, pp: 1-15, 2022. 

[38] Rudnicki, Konrad, Heidi Vandebosch, Pierre 

Voué, and Karolien Poels. "Systematic review 

of determinants and consequences of bystander 

interventions in online hate and cyberbullying 

among adults." Behaviour & Information 

Technology 42, no. 5, pp: 527-544, 2023. 

[39] Baheer, Rimsha, Kanwal Iqbal Khan, Zeeshan 

Rafiq, and Tayyiba Rashid. "Impact of dark 

triad personality traits on turnover intention and 

mental health of employees through 

cyberbullying." Cogent Business & 

Management 10, no. 1, pp.: 2191777, 2023. 

[40] Pennell, Donna, Marilyn Campbell, and Donna 

Tangen. "The education and the legal system: 

inter-systemic collaborations identified by 

Australian schools to more effectively reduce 

cyberbullying." Preventing School Failure: 

Alternative Education for Children and Youth 

66, no. 2, pp: 175-185, 2022. 

[41] Salawu, Semiu, Jo Lumsden, and Yulan He. "A 

mobile-based system for preventing online 

abuse and cyberbullying." International journal 

of bullying prevention 4, no. 1, pp: 66-88, 2022. 

[42] Herry, Emily, and Kelly Lynn Mulvey. 

"Gender‐based cyberbullying: Understanding 

expected bystander behavior online." Journal of 

Social Issues (2022). 

[43] Cretu, Daniela Maria, and Felicia Morandau. 

"Bullying and cyberbullying: a bibliometric 

analysis of three decades of research in 

education." Educational Review pp: 1-34, 2022. 

[44] Milosevic, Tijana, Anne Collier, and James 

O’Higgins Norman. "Leveraging dignity theory 

to understand bullying, cyberbullying, and 

children’s rights." International Journal of 

Bullying Prevention 5, no. 2, pp.: 108-120, 

2023. 

[45] Mladenović, Miljana, Vera Ošmjanski, and 

Staša Vujičić Stanković. "Cyber-aggression, 

cyberbullying, and cyber-grooming: a survey 

and research challenges." ACM Computing 

Surveys (CSUR) 54, no. 1, pp: 1-42, 2021. 

[46] Perera, Andrea, and Pumudu Fernando. 

"Accurate cyberbullying detection and 

prevention on social media." Procedia 

Computer Science 181, pp: 605-611, 2021. 

[47] Giumetti, Gary W., and Robin M. Kowalski. 

"Cyberbullying via social media and well-

being." Current Opinion in Psychology 45, pp: 

101314, 2022. 

[48] Gongane, Vaishali U., Mousami V. Munot, and 

Alwin D. Anuse. "Detection and moderation of 

detrimental content on social media platforms: 

current status and future directions." Social 

Network Analysis and Mining 12, no. 1, pp: 

129, 2022. 

 

 


